HIPAA PRIVACTY NOTICE
CITY OF RIVERSIDE
HEALTH & WELFARE PLAN
NOTICE OF PRIVACY PRACTICES
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT
CAREFULLY.
Effective: October 10, 2019
This notice is required by law under the federal Health Insurance Portability and
Accountability Act of 1996 (HIPAA) and is intended to provide information about the
legal protections that apply to your health information. HIPAA includes numerous
provisions that are designed to maintain the privacy and confidentiality of your Protected
Health Information (PHI). PHI is health information that contains identifiers (such as your
name, address, social security number, or other information that identifies you) and
information related to your past, present or future health condition and treatments.
This notice is for participants in the Company Health & Welfare Plan (referred to as the
“Plan”), including its component plans.
Required by Law
•

The Plan must make sure that health information that identifies you is kept private.

•

The Plan must give you this notice of our legal duties and privacy practices with
respect to health information about you.

•

The Plan must obtain written authorization from you for the use and disclosure of
your PHI related to psychotherapy notes; when for purposes of marketing; and/or
for disclosures constituting a sale of PHI.

•

The Plan must follow the terms of the notice that are currently in effect.

Permitted Plan use of Your Health Information
For certain health information, you can tell us your choices about what we share. If you
have a clear preference for how we share your information in the situations described
below, contact the Plan Privacy Officer.
You have both the right and choice to tell us to: share information with your family, close
friends, or others involved in payment for your care; share information in a disaster relief
situation; and contact you for fundraising efforts.
If you are not able to tell us your preference, for example if you are unconscious, the Plan
may go ahead and share your information if it believes it is in your best interest. The Plan
may also share your information when needed to lessen a serious and imminent threat to
health or safety.

The Plan will never share your information unless you give us written permission for:
marketing purposes and the sale of your information.
Treatment: The Plan may use your health information to assist your health care providers
(doctors, pharmacies, hospitals and others) to assist in your treatment. For example, the
Plan may provide a treating physician with the name of another treating provider to
obtain records or information needed for your treatment.
Regular Operations: We may use information in health records to review our claims
experience and to make determinations with respect to the benefit options that we offer
to employees. We may also use and disclose your information to run our organization and
contact you when necessary. If PHI is used or disclosed for underwriting purposes, the
Plan is prohibited from using or disclosing any of your PHI that is genetic information for
such purposes. The Plan is also not allowed to use genetic information to decide whether
we will give you coverage and the price of that coverage. This does not apply to long
term care plans.
Payment for Health Services and Administration of the Plan: The Plan can use and disclose
your health information when paying for your health services. For example, the Plan may
share information about you with your dental plan to coordinate payment for your dental
work. The Plan may disclose your health information to your health plan sponsor for plan
administration. For example, where your company contracts with an insurer to provide a
health plan, and the Plan provides your company with certain statistics to explain the
premiums charged.
Business Associates:
There are some services provided in our organization through
contracts with business associates. Business associates with access to your information
must adhere to a contract requiring compliance with HIPAA privacy rules and HIPAA
security rules.
As Required by Law: We will disclose health information about you when required to do
so by federal, state or local law (this includes the Department of Health and Human
Services if it wants to see that the Plan is complying with federal privacy law).
To Respond to Organ and Tissue Donation Requests and Work with a Medical Examiner
or Funeral Director: We may share health information about you with organ procurement
organizations; and may share health information with a coroner, medical examiner, or
funeral director when an individual dies.
Workers’ Compensation: We may release health information about you for workers’
compensation programs or claims or similar programs. These programs provide benefits
for work-related injuries or illness.
Law Enforcement and other Government Requests: We may disclose your health
information for law enforcement purposes or with a law enforcement official, in response
to a valid subpoena or other judicial or administrative request/order, with health oversight
agencies for activities authorized by law, or for special government functions such as
military, national security, and presidential protective services.

Public Health and Research: We may also use and disclose your health information to
assist with public health activities (for example, reporting to a federal agency) or health
oversight activities (for example, in a government investigation). Additionally we may
share health information about you when: preventing disease; helping with product
recalls; reporting adverse reactions to medications; reporting suspected abuse, neglect,
or domestic violence; preventing or reducing a serious threat to anyone’s health or safety
or for purposes of health research.
Your Rights Regarding Your Health Information
Although your health record is the physical property of the entity that compiled it, the
information belongs to you. You have the right to:
•

Request a restriction on certain uses and disclosures of your information where
concerning a service already paid for.

•

Obtain a paper copy of the notice of health information practices promptly (even
if you have agreed to receive the notice electronically) by requesting it from the
Plan Privacy Officer.

•

Ask to see or get a copy of your health and claims records and other health
information we have about you. We will provide a copy or a summary of your
health and claims records, usually within 30 days of your request. We may charge
a reasonable, cost-based fee.

•

Inspect and obtain a copy of your PHI contained in a “designated record set.” A
designated records set includes medical and billing records; enrollment, payment,
billing, claims adjudication and case or medical management record systems; or
other information used in whole or in part by or for the covered entity to make
decisions about individuals. A written request to access your PHI must be submitted
to your company Privacy Officer. Requested information will be provided within
30 days if maintained on site or 60 days if maintained off site.

•

Request an amendment/correction to your health information: you can ask us to
correct your health and claims records if you think they are incorrect or
incomplete. We may say “no” to your request, but we’ll tell you why in writing
within 60 days.

•

Ask us to limit what we use or share. You can ask us not to use or share certain
health information for treatment, payment, or our operations. We are not required
to agree to your request, and we may say “no” if it would affect your care.

Your Rights Regarding Your Health Information
•

Obtain an accounting of disclosures of your PHI during the preceding six years,
who we shared it with, and why, with the exception of disclosures made for
purposes of treatment, payment or health care operations, and certain other

disclosures (such as any you asked us to make); made to individuals about their
own PHI; or, made through use of an authorization form. A reasonable fee may be
charged for more than one request per year.
•

Request confidential communications of your health information be sent in a
different way (for example, home, office or phone) or to a different place than
usual (for example, you could request that the envelope be marked "confidential"
or that we send it to your work address rather than your home address). We will
consider all reasonable requests, and must say “yes” if you tell us you would be in
danger if we do not.

•

Revoke in writing your authorization to use or disclose health information except
to the extent that action has already been taken, in reliance on that authorization.

•

Receive notification within 60 days (5 day for California residents) for any breaches
of your unsecured PHI.

•

Assign someone as your medical power of attorney or your legal guardian, who
can exercise your rights and make choices about your health information. We will
make sure the person has this authority and can act for you before we take any
action.

Plan Responsibilities
The Plan is required to maintain the privacy of PHI and to comply with the terms of this
notice. The Plan reserves the right to change our health privacy practices. Should we
change our privacy practices in a material way, we will make a new version of our notice
available to you within 60 days of the effective date of any material change to the rights
and duties listed in this notice. The Plan is required to:
•

Maintain the privacy and security of your health information.

•

Make reasonable efforts not to use, share, disclose or request more than the
minimum necessary amount of PHI needed to accomplish the intended purpose,
unless you tell us we can in writing. If you tell us we can, you may change your
mind at any time. Let us know in writing if you change your mind.

•

Follow the duties and privacy practices described in this notice with respect to
information we collect and maintain about you and provide you a copy of the
notice.

•

Abide by the terms of this notice.

•

Notify you if we are unable to agree to a requested restriction, amendment or
other request.

•

Notify you of any breaches of your protected health information that may have
compromised the privacy or security of your information within 60 days (5 days for
California residents).

Plan Responsibilities
•

Accommodate any reasonable request you may have to communicate health
information by alternative means or at alternative locations.

The Plan will not use or disclose your health information without your consent or
authorization, except as provided by law or described in this notice. The Plan may use or
disclose “summary health information” to the plan sponsor for obtaining premium bids or
modifying, amending or terminating the Group Health Plan, which summarizes the claims
history, claims expenses or type of claims experienced by individuals for whom a plan
sponsor has provided health benefits under a Group Health Plan; and from which
identifying information has been deleted in accordance with HIPAA. The plan is
prohibited from using or disclosing PHI that is genetic information of an individual for any
purposes, including underwriting.
For more information see:
www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/noticepp.html
Your Right to File a Complaint
If you believe your privacy rights have been violated, you can file a formal complaint
with the Plan Privacy Officer; or with the U.S. Department of Health and Human Services
(by mail or email). We will not retaliate against you and you will not be penalized for filing
a complaint.
Changes to the Terms of This Notice
We can change the terms of this notice, and the changes will apply to all information we
have about you. The new notice will be available upon request, on our web site, and we
will mail a copy to you.
Contact Person
If you have questions or would like additional information, or if you would like to make a
request to inspect, copy, or amend health information, or for an accounting of
disclosures, contact the Plan Privacy Officer. All requests must be submitted in writing to
the address shown below.

Human Resources
Attention: Miriana Gonzalez
Human Resources Deputy Director
3900 Main Street
Riverside, CA 92522
(951) 826-5639

